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Introduction

Qatar aims to fully exploit information and communications technology to become 
one of the most successful knowledge-based societies in the world. To achieve 
this mission, Qatar will need to implement initiatives that successfully manage the 
increased risk that comes with dependence on these powerful technologies. 

As it has become more connected, the global threats from the Internet need to be 
adequately addressed. The traditional threats from hackers has been rapidly changing 
to include more malicious actors such as terrorist, organized criminal networks, 
industrial and foreign government espionage , including cyber warfare to name a few. 

The Cyber Security Division has been established to address the cyber security needs 
and requirements in Qatar, and provide the proper protection mechanism to minimize 
the associated risks.

Ever since its establishment, The Cyber Security Division  continues to understand and 
address the nation’s needs in information security and instills digital confidence for all 
Qatari constituencies.
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Qatar is developing fast, having embraced 
information technology as a platform for 
innovation, prosperity and the key to building 
a knowledge based economy. As it has become 
more connected, the global threats from the 
internet need to be adequately addressed. 
The traditional threats from hackers has been 
rapidly changing to include more malicious 
actors such as terrorist, organized criminal 
networks, industrial and foreign government 
espionage, and cyber warfare to name a few.
 
As Qatar’s dependence on cyberspace grows,  
its resiliency and security become even more  
critical; therefore, the need for a comprehensive 
approach is vital.

Thus, it was with this foresight 
that the Ministry of Information  
and Communication Technology 
conceptualized setting up a dedicated 
body to proactively and reactively address 
and respond to risks that may arise with 
technology usage. 

The Power of Information 
Security

Information
Information
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Security
Security

Qatar’s Computer The Cyber Security Division Response 
Team (Q-CERT) was set up in 2005 in cooperation with 
the Carnegie Mellon’s Software Engineering Institute  
(CERT Coordination Center) to serve this purpose. Since then, Q-CERT 
has been instrumental in building resilience into the critical information 
infrastructure of Qatar. 

Q-CERT has become the national center to address the nation’s information 
security needs and safeguard the local society drive towards technological 
excellence. Q-CERT is working to harmonize the secure use of technology 
through best practices, standard policies, risk mitigations and dissemination 
of valuable information.

Q-CERT helps to protect citizens as well as critical businesses and organizations 
against cyber security risks. It also contributes to the national cyber security 
posture, advices on policies and security standards and empowers the 
confidence in technology users.
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Vision and Mission

The Cyber Security Division is to be a national world-class Center in 
Information Security conducting national and regional programs in 
cyber threat and vulnerability reporting, incident response, and security 
improvement. 
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The Cyber Security Division is to be recognized as: 

•	 A leader in Qatar and the region in promoting IT security standards, practices, 
products and services to improve the security of critical IT infrastructure

•	 A credible source of cyber  security information

•	 A trusted confidant partner in responding to cyber security incidents

•	 A leader in building the cyber security human capacities in Qatar

The Cyber Security Division will direct efforts to: 

•	 Provide accurate and timely information on current and emerging information 
security threats and vulnerabilities

•	 Respond to threats and vulnerabilities relevant to our constituencies

•	 Promote  the adoption of information security standards, processes, methods, best 
practices and tools 

•	 Build the local capacity and capability to manage cyber risks by providing specialized 
training and awareness  

Mission

Vision
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Key Activities and Objectives

Cyber Security Intelligence

For a connected nation, there is a need to conduct proactive 
research for cyber threats and ensure that threats can be 
identified to minimize the harm, Q-CERT Cyber Security 
Intelligence aims to stay vigilant against possible cyber threats 
that may raise in today’s connected world through threat 
monitoring, analysis and alerting.

Q-CERT initiatives in Cyber Security Intelligence include:
•	 Establishing a Threat Intelligence Center to identify, 

monitor, analyze security related issues
•	 Sharing threat information through secured means
•	 Assist in detection and prevention of national incidents 
•	 Develop innovative security tools to help in threat 

detection 
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Cyber Incident Management and 
Coordination

Even with the most comprehensive proactive 
security prevention processes in place, cyber 
incidents will occur. The Cyber Security 
Division target is to contain any possible 
damage that may arise from incidents. The key 
is to help organizations and citizens in Qatar 
respond appropriately to incidents through 
timely reporting, analysis and effective 
mitigation strategies.

Q-CERT’s Incident Management capabilities include: 

•	 Making incident response available for the general public, 
government and corporate organizations in Qatar 

•	 Actively and continuously reducing malware infections within 
Qatar’s networks and systems

•	 Building an effective cybercrime investigation capability, 
supported with a world class digital forensics technology

Technology
Technology
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Cyber Security Strategy, Policy, Legislation and 
Compliance

To ensure that all sectors and entities are aware of their 
obligations towards Cyber Security, it is necessary to ensure 
that national legislation and policies are defined.

The Ministry of Information and Communication Technology 
(ictQATAR) has developed a National Information Assurance 
Framework (NIAF). This framework includes a set of cyber 
security legislations, standards and guidelines to assure 
securing information assets. The scope of this framework 
covers E-commerce and related transactions, Internet 
infrastructure security, and protection of critical infrastructure 
information.

Cyber Security Resilience

To improve the information security posture 
within the government sector, The Cyber 
Security Division directs its efforts towards 
improving the cyber security resilience by 
conducting risk and security assessments 
and enabling resilience management.  These 
services help organizations design and 
maintain their information infrastructure in 
conformance with relevant standards that 
conform to accepted global best practices. 

Process
Process
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Cyber Security Education and Enhancing 
Technical Capabilities

Technology can deliver its intended benefits 
only when it is used securely. The Cyber 
Security Division understands the need to 
empower users with cyber security knowledge 
to make the most of the available technology.  
The Cyber Security Education and Training 
initiative offers a rich series of workshops, 
tutorials and briefings tailored specifically for 
technology users. Experienced instructors 
conduct workshops in both English and Arabic, 
sharing their expertise and knowledge in sound 
technology practices.

Critical Information Infrastructure Protection

The CIIP program is concerned with the protection of the 
Information assets in critical sectors such as energy and finance. 
This program provides and supports essential services critical 
to maintaining the quality of life in the State of Qatar. To serve 
this purpose, The Cyber Security Division studies the needs 
of specific sectors and their cyber security maturity levels. 
The studies lead to the development of protection strategies, 
practice frameworks and tools by working closely with 
stakeholders.    

People
People
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Knowledge
Knowledge
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Memberships
International Relationship

The Cyber Security Division is a member of many international information security organizations. These memberships 
provide a solid ground of cooperation within the international information security community through associations 
such as FIRST, ITU, The Meridian process, ISA, ENISA, OWASP, APWG, and other specialized organizations for international 
collaboration.
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Regional Relationship

GCC-CERT

The GCC-CERT was established by the decision of the Gulf 
Cooperation Council in May 2006 to address the topic of 
information security incident handling.

The GCC-CERT initiative is derived from the GCC Charter 
objectives that support effective coordination, integration 
and inter-connection between the Gulf Council Member 
States in terms of scientific and technical progress in various 
fields and establishing scientific research centers. 

GCC-CERT is

•	 A framework for cooperation in improving 
information security in the GCC region

•	 A virtual organization that enables leaders 
of GCC national information security 
programs to discuss important issues and 
collaboratively work on mutually-beneficial 
solutions

•	 A coordination entity that responds to 
information security threats and incidents 
that involve GCC nations

The objectives of the GCC-CERT are

•	 Promoting best practices and sharing lessons 
learned in areas of information security, 
national policy, and critical infrastructure 
protection    

•	 Raising awareness of information security 
issues through joint programs, workshops 
and publications 

•	 Encouraging research in areas of information 
security that are essential to the GCC region.

15



Local Relationships

Information Risk Expertise Committees (IRECs)

The Cyber Security Division as a trusted government 
entity will identify and facilitate the establishment of 
work groups (IRECs) within critical sector organizations 
(CSOs) in Qatar. These trusted forums provide additional 
information, collaboration and partnership opportunities 
to help protect critical sectors from cyber threats and 
attacks. Work groups are created to focus on sector 
specific challenges. The Cyber Security Division is 
working with the Financial Sector (FS-IREC), Energy Sector  
(EN-IREC) and Government sector (GOV-IREC). The IRECs 
Membership is by invitation only.
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Q-CERT SERVICES

Service Name  Incident Response
Reference Code CS-QC-01

Target Audience Open for All

Objective Minimize the risk associated with information security incidents.

Description Q-CERT’s Incident Response Service provides the capability to address and respond to 
security incidents that may occur as a result of using technology. 

If an information security incident occurs in Qatar, anybody can approach Q-CERT to take 
advantage of its expertise in handling such incidents and minimize any damage that may 
result from the incident.  

Q-CERT has a formal, focused, and coordinated approach to respond to information 
security incidents and can provide organizations with a roadmap to build an effective 
incident response capability.

Q-CERT is readily accessible and approachable with 24/7 availability on phone, e-mail and 
online presence (refer to Incident Response Guidelines). 

On request, Q-CERT can help you respond to a security incident and guide restoration 
through effective analysis. Through its international collaborations, Q-CERT along with 
regional Computer Emergency Response Teams, can provide faster responses if the attack 
has originated from a foreign source.

With Q-CERT’s help, organizations can respond quickly and effectively to information 
security incidents, thereby reducing loss, and earlier restoration of normal operations.

Requirements Following the Incident Response Guidelines.

Deliverables Advisory, Consultant, or Direct intervention based on criticality level determined by Q-CERT.

*Incident Response Guidelines are available in Q-CERT website.



Q-CERT SERVICES

Service Name  Digital Forensics 
Reference Code CS-QC-02

Target Audience Government and Critical Sector Organizations

Objective Investigate cyber crime systematically maintaining chain of forensic evidence.

Description Q-CERT offers digital forensic services based on its investigative capabilities.

Scope of services includes investigating live incidents, post-incident investigation 
and analysis, crimes related to information infrastructure.

Q-CERT can assist you with parallel forensics examination and analysis that can 
support up to 100 sessions simultaneously.

We also provide assistance to investigate networks, mobile crimes, reconstructing 
sessions and recovering passwords.

Requirements Written authorization letter from the executive management and the legal 
department representing the interests of the organization.

Deliverables A comprehensive investigation report supported with digital evidence processed 
from forensics analysis.



Q-CERT SERVICES

Service Name  Malware Analysis Lab
Reference Code CS-QC-03

Target Audience Government and  Critical Sector Organizations, National Security Agencies, and 
Academia

Objective Collection and analysis of cyber threats in QATAR to determine the effect of such 
threats to the nation.

Description Q-CERT can provide analysis of binary files to identify potential threats or evidence of 
harmful content. 

Such binary files may be collected as evidence and submitted for analysis. These 
may be recovered from exploits involving cyber attacks, corporate espionage or 
compromise of information infrastructure.

Requirements Complete malware submission form available on Q-CERT website.

Deliverables A comprehensive report showing the effect of the binary file on the infected 
information assets and resources.



Q-CERT SERVICES

Service Name  Security Threat Alert
Reference Code CS-QC-04

Target Audience Government and Critical Sector organizations

Objective Disseminate timely information regarding imminent threats and vulnerabilities.

Description Provide timely alerts with detailed information about imminent threats, vulnerabilities, 
and risks in information technology and communication software or hardware that 
might be of interest to the public. Alerts include vendor specific information as well 
as details from other third parties. Alerts also include detailed resolution, patch, or 
workaround to help customers mitigate the risk.

Requirements Registering in security alerts mailing list.

Deliverables Email alerts, with detailed information on threats and vulnerabilities.

Time-Frame As needed.



Q-CERT SERVICES

Service Name  Security Newsletter
Reference Code CS-QC-05

Target Audience Government and Critical Sector organizations

Objective Disseminate knowledge concerning essential non-urgent security issues, including 
news, vulnerabilities, threats, tools that are related to information security.

Description Provide non-urgent weekly information and updates relevant to cyber security 
threats, vulnerabilities, information security news, announcements, tools, standards, 
books, whitepapers, conferences, cyber crime techniques, technical analysis etc. 

Requirements Register to subscribe to Q-CERT’s security newsletter mailing list. 
Please refer to www.qcert.org.

Deliverables Email newsletter containing non-urgent information, with world-wide information 
security field updates.

Time-Frame Weekly.



Q-CERT SERVICES

Service Name  Cyber Security Workforce Development Training
Reference Code CS-QC-07

Target Audience IT professionals within government agencies

Objective Build the workforce capability within constituent organizations to secure technology 
infrastructure of the nation.

Develop associative cyber security counterparts within constituents to collaborate on 
incident handling and securing information infrastructure. 

Empower technical staff within constituent organizations with the right knowledge 
to support implementation of industry standard policies and relevant controls.

Description A key initiative of the Cyber Security division is to provide internationally accredited 
training programs to constituents. Constituents can earn internationally recognized 
credentials by completing the program requirements.

Training programs are announced to constituents through several means (e.g. email) 
and also published online at the website (www.qcert.org).

Requirements Computer Science or Engineering background.

Trainees must show commitment to acquiring new knowledge and skills, subscribe 
to the requirements of the program and work towards fulfilling certification 
requirements. 

Deliverables Knowledge and technical skills specific to information security.

An internationally recognized certificate can be acquired upon passing the exam and 
meeting program requirements.



Q-CERT SERVICES

Service Name  Cyber Security Awareness
Reference Code CS-QC-08

Target Audience All audience within government organizations

Objective Help technology users to understand the fundamentals of information security, 
threats associated with use of information or communication technology and secure 
practices to minimize occurrence of incidents. 

Description Any person working in a technology driven environment must be exposed to the 
threats faced by these environments from the perspective of regular intended use. 

To make the most of technology, users must be empowered with knowledge of 
secure practices and methods to minimize the risks associated with their use.

Requirements A formal request through e-mail.

Deliverables Awareness presentations can be delivered upon request or need.

Quarterly awareness campaigns can be provided along with supporting material with 
a specific theme for every quarter.    



Q-CERT SERVICES

Service Name  National Information Assurance & Meridian Library 
Reference Code CS-CI-01

Target Audience Public

Objective Repository for information security knowledge in.

Description Will maintain a library of documents related to Information Security best practices 
and standards, including NIA Policies and related tools, and also, resiliency and risk 
assessment related references. These will be available as a single point of reference 
for constituents from around the world.

Requirements Gov-IREC membership.

Deliverables NIA Policies and related tools and documents.

International policies and standards documents.

Risk Assessment and Resiliency related documents including security assessment and 
penetration testing references. 

All efforts will be taken to ensure that the documents are current and up to date.



Q-CERT SERVICES

Service Name  Technical Security Assessment
Reference Code CS-02

Target Audience CSOs

Objective Maintain resiliency in government agencies by evaluating the security posture in 
information systems.

Description Q-CERT will provide technical security assessment for critical sector organizations based 
on Q-CERT engagement policy. This assessment will help to identify, validate, and assess 
technical vulnerabilities and assist organizations in understanding and improving the 
security posture of their systems and networks. It will provide complete vulnerability 
assessment including on-site visits, interviews, documents review and analysis, 
information gathering, vulnerability identification, verification and reporting. Q-CERT 
will provide technical recommendations and advisories based on the assessment, where 
applying them would be under the organization’s responsibilities.

Requirements •	 Signing Non-Disclosure Agreement (NDA)

•	 Cooperation and Information sharing with the State Agency is required. The State 
Agency shall provide Q-CERT with related information and technical documents 
including logs, network architecture and topology, system configuration files and any 
related technical information to be reviewed and analyzed

•	 Official approval from agency’s management is a mandatory to start executing this 
service

•	 Agencies shall understand and accept the risks and business impacts that might be 
incurred during this exercise. This information will be shared with the agency prior the 
executing this service

Deliverables Security Assessment Reports: Executive (for executive managers) and Technical (for IT 
administrators).

Reports include findings and recommendations.

Follow-up activities to assist implementing the recommendations and mitigating the risks.



Q-CERT SERVICES

Service Name  Penetration Testing
Reference Code CS-GA-03

Target Audience Critical sector organizations

Objective Maintain resiliency in critical sectors organizations  by evaluating the security posture 
in information systems.

Description As a trusted partner, Q-CERT will provide penetration testing for government 
agencies based on Q-CERT engagement policy. 

This service will examine information systems in order to determine the security 
issues including improper system configuration, software or hardware vulnerabilities, 
security weakness or flaws and web application weaknesses. This exercise will include 
attempts to compromise systems and exploit vulnerabilities from an attacker’s 
perspective. It will assist organizations to evaluate their actual security status. Q-CERT 
will provide technical recommendations and advisories based on the assessment, 
where applying them would be under the organization’s responsibilities.

Requirements •	 Signing Non-Disclosure Agreement (NDA)

•	 Official approval from agency’s management is a mandatory to start executing this 
service

•	 The Agency shall understand and accept the risks and business impacts that might 
be incurred during this exercise. This information will be shared with the agency 
prior the execution of this service

Deliverables Security assessment reports: executive (for executive managers) and technical (for IT 
administrators).

Reports include findings and recommendations.

Follow-up activities to assist implementing the recommendations and mitigating the 
risks.



Q-CERT SERVICES

Service Name  Business Continuity and Disaster Recovery 
(BCDR) and Crisis Management Consultancy

Reference Code CS-CI-01

Target Audience SMLE (Small , Medium, Large Enterprise)

Objective Improve the current resiliency and preparedness of the national critical information 
infrastructure.

Description Assist in designing, reviewing and validating Business Continuity and Disaster 
Recovery plans by offering subject matter expert advice, based on the international 
best practices in the domain, as advocated by organizations such as the international 
disaster recovery institute (DRI) and Business Continuity Institute (BCI).

Requirements On request of eligible constituents, Q-CERT will review, validate and offer 
recommendations with respect to the effectiveness and preparedness of that 
particular organization’s existing or planned DR/BC control measures. Prerequisites 
include Risk Assessment and Business Impact Analysis.

Deliverables Domain-specific advisory services (including the design of Business Continuity 
and Disaster Recovery strategies, policies and testing based on international best 
practices).

Recommendations exerted by Q-CERT do not constitute or replace certification or 
compliance with international standards.

Associated functions: On-site visits, Interviews, documentation review, technical 
analysis and workshops.



Q-CERT SERVICES

Service Name  Critical Information Infrastructure 
Protection Advisory

Reference Code CS-CI-02

Target Audience CS Constituents

Objective Send periodic and urgent advisories for alerts.

Description Alerts and advisories about imenent threats and vulnerabilities sent for concerned 
sectors.

Requirements Register in Newsletter and join sector IREC.

Deliverables Advisories and alerts about threats and vulnerabilities.



Q-CERT SERVICES

Service Name  Critical Sector Organizations and Compliance 
Aid

Reference Code CS-CI-03

Target Audience Critical Sector Organizations

Objective Assist in the development of security policies, processes, procedures and standards.

Description The Cyber Security Division has a proactive approach towards CSOs through helping 
them define their information security strategy, selecting the appropriate and 
applicable information security standards, and providing objective guidance along 
towards compliance.

Requirements CSO Management support and pre-consent for the effort.

CSO dedicated and competent  resources.

Note: Accountability on enforcement and compliance to those policies and standards 
remain with constituent.

Deliverables End to end advisory and guidance service.

Guidelines that comply with international best practices and future Qatar national 
frameworks.

Priority in the government sponsored training programs and offerings.



Q-CERT SERVICES

Service Name  Specialized Security Advice
Reference Code CS-CI-04

Target Audience Critical Sector Organizations

Objective Offer recommendations on the provision of specialized and mission critical 
technologies and systems within critical sectors. Specific guidelines may also be 
issued.

Description The Cyber Security Division can provide specialized security advisory services that 
are sector specific, such as information security advice on embedded device security, 
smart metering (AMI) security, mobile device security, cloud based services, payment 
systems security etc.

Requirements Services are provided on request from Critical Sector Organizations.

Services are also offered based on clear requirements for guidance on very specific 
and sophisticated critical systems.

Deliverables The Cyber Security Division will provide specialized security advice, develop specific 
standards and best practices to eligible constituents within specific critical sectors.



Q-CERT SERVICES

Service Name  National Cyber Drills 
Reference Code CS-CI-05

Target Audience State Agencies / Organizations

Objective Cyber Security programme at the Ministry of Information & Communication 
Technology (MICT) facilitates and conduct Qatar’s cyber crisis exercise, code name 
Star, a simulated and coordinated exercise with an objective to verify, test and 
improve national level communication, coordination and collaboration at the time 
of cyber-attack or crisis situation. The ministry has planned series of annual events 
to strengthen core process areas like Incident Response, Business Continuity, Risk 
Management and Communications (PR) for critical sector organizations namely 
Government, Energy, Finance, Communications, Health, Utility, Education and 
Transport.

Description The drill is a hands-on exercise for all the participants, creating an opportunity for 
participating organizations to test and improve internal procedures, establish 
interagency collaboration and provide feedback to enhance the national cyber crisis 
activities. The exercise will provide vital inputs to ministry to prioritize efforts to 
address local needs.

Requirements None

Deliverables Participation report for the organization



Q-CERT SERVICES

Service Name  Cyber Risk management framework
Reference Code CS-CI-06

Target Audience State Agencies / Organizations

Objective The Cyber Risk Management Framework provides a systematic approach to 
Organizations to identify, prioritize and manage information security risks and 
comply with the requirements of the NIAF and other laws and regulations.

Description The Cyber Risk Management Framework provides a structured, yet flexible approach 
for managing information security risks resulting from the incorporation of 
information systems into the mission and business processes of Organizations.

Requirements None

Deliverables Prioritized and managed cyber risks.



Q-CERT SERVICES

Service Name  Mission critical Specialized Assessment  
Reference Code CS-CI-O7

Target Audience CSOs

Objective This service allows the CSOs who own and operate mission critical systems and 
networks like Industrial control systems or banking ATM networks to test the security 
of those mission critical systems against the national standards. A gap analysis report 
will be provided with the key findings, gaps and recommendations

Description On-site security assessment ( 1 or more days)

Requirements CSOs and IREC membership

Deliverables Gap analysis report
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GUIDELINES
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Incident Reporting Guidelines
Q-CERT is a national cyber incident response team that 
provides a reliable, trusted, 24/7, single point of contact for 
security emergencies. It serves as a central point for identifying 
and patching vulnerabilities in computer systems.

When reporting an incident, Q-CERT provides effective 
solutions and pointers to respond to incidents and mitigates 
associated risks. Q-CERT provides references to technical 
documents, solutions to contain damages and strategies to 
recover affected systems.

Q-CERT receives reports of security incidents 
from all over the world. In many cases, these 
incidents have similar characteristics or involve 
the same intruders identified in incidents that 
have already occurred elsewhere. By reporting 
an incident, The Cyber Security Division 
collects information about recent activities in 
the intruder community and responds with 
proven best practices.

24/7
24/7
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How to Report an Incident to Q-CERT

If a computer or a network is suspected to be electronically 
attacked or subjected to any of the following activities, Q-CERT 
should be contacted immediately:
  
•	 Attempts (either failed or successful) to gain unauthorized 

access to a system or its data  

•	 Unwanted disruption or denial of service 

•	 Unauthorized use of a system for the processing or storage of 
data 

•	 Changes to system hardware, firmware, or software 
characteristics without the owner’s knowledge, instruction, 
or consent

Incidents can be reported to Q-CERT in one 
of three ways:  

1. The Q-CERT hotline number is:  
+974 4493 3408 which is available 24 x 7 for 
emergency calls

2. Incident reporting email: incidents@qcert.org

3. Incident reporting form which is available 
on Q-CERT website

The Cyber Security Division recommends 
encrypting any sensitive data when sent. For 
further information about sending sensitive 
data, please refer to Q-CERT website.
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Non-Disclosure Agreement
As a prerequisite to establish a professional relationship with The Cyber 
Security Division based on confidentiality and mutual trust, constituents are 
kindly advised to read carefully and sign Non Disclosure Agreement (NDA) 
prior to commencing any professional service engagement with The Cyber 
Security Division.

A copy of standard NDA agreement can be found at Q-CERT website.

Contact  Information
Q-CERT website                          : www.qcert.org

Technical comments or questions
Q-CERT Incident Response (IR)
Hotline : +974 4493 3408
Q-CERT IR Call Center : +974 4406 9991
Q-CERT IR Fax Number : +974 4493 3516
Q-CERT IR Mobile Number : +974 6600 7330
Email : incidents@qcert.org

Training Inquiries
Phone : +974 4499 5391

All Other Inquiries
Phone : +974 4499 5399
Email : request-for-info@qcert.org

Postal Address
Q-CERT
PO Box 24514
Doha, Qatar
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